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    Getting Started

Installation
Add nova_auth to your rebar.config dependencies:
{deps, [
    {nova_auth, {git, "https://github.com/Taure/nova_auth.git", {branch, "main"}}}
]}.
Choose Your Strategy
nova_auth supports two usage patterns:
	Core only -- actor sessions, claims mapping, policies, security callbacks. No database required.
	Password auth -- adds registration, login, session tokens, confirmation, reset. Requires Kura.

For OIDC/OAuth2, see nova_auth_oidc which builds on nova_auth's actor session.
Core Only (No Database)
Protect routes
Use nova_auth_security:require_authenticated/0 to protect route groups:
#{prefix => ~"/dashboard",
  security => nova_auth_security:require_authenticated(),
  routes => [
      {~"/profile", fun my_controller:profile/1, #{methods => [get]}}
  ]}
Any request without an actor in the session gets a 401 JSON response automatically.
Access the actor in controllers
The actor is passed as auth_data in the request map:
profile(#{auth_data := Actor} = _Req) ->
    #{id := Id, email := Email} = Actor,
    {json, #{id => Id, email => Email}}.
Store an actor manually
If you have your own authentication logic, store the actor directly:
ok = nova_auth_actor:store(Req, #{
    id => ~"user-123",
    provider => my_custom_auth,
    email => ~"user@example.com",
    roles => [admin]
}).
Password Auth (Requires Kura)
Configuration module
Create a module implementing the nova_auth behaviour:
-module(my_auth).
-behaviour(nova_auth).
-export([config/0]).

config() ->
    #{
        repo => my_repo,
        user_schema => my_user,
        token_schema => my_user_token
    }.
All other options have sensible defaults (see the Configuration guide).
User schema
Define a Kura schema for your users table:
-module(my_user).
-behaviour(kura_schema).
-export([schema/0, changeset/2, registration_changeset/2]).

schema() ->
    #{
        source => ~"users",
        fields => #{
            id => #{type => integer, primary_key => true},
            email => #{type => string},
            hashed_password => #{type => string},
            confirmed_at => #{type => utc_datetime, default => undefined},
            inserted_at => #{type => utc_datetime},
            updated_at => #{type => utc_datetime}
        }
    }.

changeset(Data, Params) ->
    kura_changeset:cast(my_user, Data, Params, [email]).

registration_changeset(Data, Params) ->
    CS = kura_changeset:cast(my_user, Data, Params, [email, password]),
    case kura_changeset:get_change(CS, password) of
        undefined -> CS;
        Password ->
            Hashed = nova_auth_password:hash(Password),
            kura_changeset:put_change(CS, hashed_password, Hashed)
    end.
Token schema
Define a Kura schema for the user tokens table:
-module(my_user_token).
-behaviour(kura_schema).
-export([schema/0]).

schema() ->
    #{
        source => ~"user_tokens",
        fields => #{
            id => #{type => integer, primary_key => true},
            user_id => #{type => integer},
            token => #{type => string},
            context => #{type => string},
            inserted_at => #{type => utc_datetime}
        }
    }.
Registration
handle_register(Req) ->
    {ok, Body, _Req1} = cowboy_req:read_body(Req),
    Params = json:decode(Body),
    case nova_auth_accounts:register(my_auth, fun my_user:registration_changeset/2, Params) of
        {ok, User} ->
            %% Store actor in session
            ok = nova_auth_actor:store(Req, #{
                id => maps:get(id, User),
                provider => password,
                email => maps:get(email, User)
            }),
            {json, 201, #{}, #{~"id" => maps:get(id, User)}};
        {error, Changeset} ->
            {json, 422, #{}, #{~"errors" => kura_changeset:errors(Changeset)}}
    end.
Login
handle_login(Req) ->
    {ok, Body, _Req1} = cowboy_req:read_body(Req),
    #{~"email" := Email, ~"password" := Password} = json:decode(Body),
    case nova_auth_accounts:authenticate(my_auth, Email, Password) of
        {ok, User} ->
            ok = nova_auth_actor:store(Req, #{
                id => maps:get(id, User),
                provider => password,
                email => maps:get(email, User)
            }),
            {json, 200, #{}, #{~"user_id" => maps:get(id, User)}};
        {error, invalid_credentials} ->
            {json, 401, #{}, #{~"error" => ~"invalid credentials"}}
    end.
Logout
handle_logout(Req) ->
    nova_auth_actor:delete(Req),
    {json, 200, #{}, #{~"ok" => true}}.


  

    Configuration

All configuration is provided through the config/0 callback in your module
implementing -behaviour(nova_auth). The returned map is merged with defaults
and cached in persistent_term for fast access.
Password Auth Keys
These keys are only required when using password authentication modules
(nova_auth_accounts, nova_auth_session, etc.). OIDC-only applications
can omit them entirely.
Required (for password auth)
	Key	Type	Description
	repo	module()	Your Kura repo module
	user_schema	module()	Kura schema for the users table
	token_schema	module()	Kura schema for the user tokens table

Optional
	Key	Type	Default	Description
	user_identity_field	atom()	email	Field used for user lookup during authentication
	user_password_field	atom()	hashed_password	Field storing the password hash on the user record
	session_validity_days	pos_integer()	14	How long session tokens remain valid (days)
	confirm_validity_days	pos_integer()	3	How long email confirmation tokens remain valid (days)
	reset_validity_hours	pos_integer()	1	How long password reset tokens remain valid (hours)
	hash_algorithm	atom()	pbkdf2_sha256	Password hashing algorithm
	token_bytes	pos_integer()	32	Number of random bytes for token generation

Full Example
-module(my_auth).
-behaviour(nova_auth).
-export([config/0]).

config() ->
    #{
        repo => my_repo,
        user_schema => my_user,
        token_schema => my_user_token,
        user_identity_field => email,
        user_password_field => hashed_password,
        session_validity_days => 30,
        confirm_validity_days => 7,
        reset_validity_hours => 2,
        hash_algorithm => pbkdf2_sha256,
        token_bytes => 64
    }.
Actor Type
All authentication strategies produce an actor map stored in the Nova session.
The actor type is defined as:
-type actor() :: #{
    id := binary() | integer(),
    provider := atom(),
    atom() => term()
}.
The id and provider fields are required. Additional fields (email, roles, etc.)
depend on your authentication strategy and claims mapping.
Password Hashing
The default algorithm is PBKDF2-SHA256 with these parameters:
	Iterations: 600,000
	Key length: 32 bytes
	Salt: 16 bytes (generated via crypto:strong_rand_bytes/1)

Hashes are stored in PHC string format:
$pbkdf2-sha256$600000$<base64-salt>$<base64-hash>
Verification uses crypto:hash_equals/2 for constant-time comparison to prevent
timing attacks. Failed lookups call nova_auth_password:dummy_verify/0 to
prevent user enumeration.
Token Generation
Tokens are generated as base64-encoded random bytes (crypto:strong_rand_bytes/1).
Only the SHA-256 hash of the token is stored in the database. The raw token is
returned to the caller once and never stored.
Cache Invalidation
Configuration is cached in persistent_term. If you change your config at
runtime, call nova_auth:invalidate_cache(MyAuthMod) to force a refresh.


  

    Actor Session

The actor session is the central concept in nova_auth. Regardless of how a user
authenticates (password, OIDC, JWT, custom), the result is an actor map stored
in the Nova session. All downstream code -- security callbacks, policies,
controllers -- works with this unified actor.
How It Works
Password login ──┐
                  │
OIDC callback  ───┼──▶ nova_auth_actor:store(Req, Actor) ──▶ Nova ETS Session
                  │
Custom auth    ───┘
                                     │
                                     ▼
                        nova_auth_actor:fetch(Req) ──▶ {ok, Actor}
                                     │
                                     ▼
                    nova_auth_security:require_authenticated()
                    nova_auth_policy:allow_role(admin)
                    Controller: #{auth_data := Actor}
Actor Shape
An actor is a map with two required keys and any additional fields:
#{
    id => ~"user-123",          %% required: unique identifier
    provider => authentik,      %% required: auth strategy
    email => ~"user@example.com",
    roles => [admin, editor],
    display_name => ~"Jane Doe"
}
The provider field identifies how the user authenticated. Common values:
password, authentik, google, github, keycloak.
API
Store
ok = nova_auth_actor:store(Req, #{
    id => ~"abc123",
    provider => password,
    email => ~"user@example.com"
}).
Fetch
case nova_auth_actor:fetch(Req) of
    {ok, Actor} -> Actor;
    {error, not_found} -> not_logged_in
end.
Delete (logout)
{ok, _Req} = nova_auth_actor:delete(Req).
Session Key
The actor is stored under the key <<"nova_auth_actor">>. You can retrieve it
with nova_auth_actor:session_key() if you need to reference it directly.
Security Callbacks
nova_auth_security:require_authenticated/0 returns a closure that checks
for an actor in the session:
#{prefix => ~"/api",
  security => nova_auth_security:require_authenticated(),
  routes => [...]}
If authenticated, the actor is passed to the controller as auth_data:
my_handler(#{auth_data := #{id := Id, roles := Roles}} = _Req) ->
    {json, #{id => Id, roles => Roles}}.
If not authenticated, a 401 JSON response is returned automatically.
Mixed Auth Strategies
When using both password auth and OIDC, both strategies store actors in the
same session key. The security callback doesn't need to know which strategy
was used:
%% Password login stores actor
ok = nova_auth_actor:store(Req, #{id => UserId, provider => password, ...}).

%% OIDC callback stores actor (done by nova_auth_oidc_controller)
ok = nova_auth_actor:store(Req, #{id => Sub, provider => authentik, ...}).

%% Same security callback protects both
security => nova_auth_security:require_authenticated()


  

    Claims Mapping

nova_auth_claims transforms provider-specific claims (OIDC userinfo, JWT
claims, SAML attributes) into actor maps that work with nova_auth's policies
and security callbacks.
Static Mapping
A static mapping is a map from binary claim keys to atom actor keys:
Mapping = #{
    ~"sub" => id,
    ~"email" => email,
    ~"name" => display_name,
    ~"groups" => roles
},

Claims = #{
    ~"sub" => ~"abc123",
    ~"email" => ~"user@example.com",
    ~"name" => ~"Jane Doe",
    ~"groups" => [~"admins", ~"developers"]
},

Actor = nova_auth_claims:map(Mapping, Claims).
%% => #{id => ~"abc123", email => ~"user@example.com",
%%       display_name => ~"Jane Doe", roles => [~"admins", ~"developers"]}
Missing claims are skipped (no error, no undefined values):
nova_auth_claims:map(#{~"sub" => id, ~"phone" => phone}, #{~"sub" => ~"123"}).
%% => #{id => ~"123"}
%% phone is not in the result because the claim was missing
Callback Mapping
For complex transformations, use a {Module, Function} tuple:
-module(my_claims).
-export([map_authentik/1]).

map_authentik(Claims) ->
    Groups = maps:get(~"groups", Claims, []),
    Role = case lists:member(~"admins", Groups) of
        true -> admin;
        false -> user
    end,
    #{
        id => maps:get(~"sub", Claims),
        email => maps:get(~"email", Claims, undefined),
        role => Role,
        groups => Groups
    }.
Use it in your config:
%% In nova_auth_oidc config
claims_mapping => {my_claims, map_authentik}
Merging with a Base Map
nova_auth_claims:map/3 merges mapped claims into an existing map:
Base = #{provider => authentik},
Mapping = #{~"sub" => id, ~"email" => email},
Claims = #{~"sub" => ~"abc123", ~"email" => ~"user@example.com"},

nova_auth_claims:map(Mapping, Claims, Base).
%% => #{provider => authentik, id => ~"abc123", email => ~"user@example.com"}
New keys overwrite existing ones in the base map.
Provider-Specific Claim Examples
Authentik
#{
    ~"sub" => id,
    ~"email" => email,
    ~"name" => display_name,
    ~"preferred_username" => username,
    ~"groups" => roles
}
Google
#{
    ~"sub" => id,
    ~"email" => email,
    ~"name" => display_name,
    ~"picture" => avatar_url
}
Keycloak
#{
    ~"sub" => id,
    ~"email" => email,
    ~"preferred_username" => username,
    ~"realm_access" => realm_access
}
For Keycloak's nested realm_access.roles, use a callback mapping to extract
the roles list.


  

    Policies

nova_auth_policy provides composable authorization policies for use with
nova_resource. Each policy returns a map with an action and a condition
function that evaluates an actor.
Available Policies
allow_authenticated
Allow any non-undefined actor:
nova_auth_policy:allow_authenticated()
allow_role
Allow actors whose role field matches:
nova_auth_policy:allow_role(admin)
nova_auth_policy:allow_role([admin, moderator])
allow_claim
Allow actors with a specific claim value. Works with both single-valued and
list-valued claims:
%% Actor has role => admin
nova_auth_policy:allow_claim(role, admin)

%% Actor has role in [admin, editor]
nova_auth_policy:allow_claim(role, [admin, editor])

%% Actor has roles => [admin, user] (list-valued claim)
nova_auth_policy:allow_claim(roles, admin)
%% Checks if admin is in the actor's roles list
This is useful with OIDC providers like Authentik that include group
memberships as list claims.
allow_owner
Allow actors who own the record. For read operations, returns a query filter.
For write operations, checks the owner field:
nova_auth_policy:allow_owner(user_id)
deny_all
Deny unconditionally:
nova_auth_policy:deny_all()
Usage with nova_resource
-module(my_resource).
-behaviour(nova_resource).

policies() ->
    [
        nova_auth_policy:allow_role(admin),
        nova_auth_policy:allow_owner(user_id)
    ].
Combining allow_claim with OIDC
When using Authentik or similar providers with claims mapping:
%% In your OIDC config
claims_mapping => #{
    ~"sub" => id,
    ~"email" => email,
    ~"groups" => roles    %% Authentik groups mapped to roles
}

%% In your resource
policies() ->
    [nova_auth_policy:allow_claim(roles, ~"admins")].
The allow_claim policy checks if ~"admins" is in the actor's roles
list, which was populated from Authentik's groups claim via the mapping.


  

    Rate Limiting

Nova Auth includes a rate limiting plugin powered by Seki, providing production-grade rate limiting with multiple algorithms.
Basic Usage
Add the plugin to any route group:
#{prefix => <<"/api/auth">>,
  plugins => [
      {pre_request, nova_auth_rate_limit, #{}}
  ],
  routes => [
      {<<"/login">>, fun my_session_controller:create/1, #{methods => [post]}},
      {<<"/register">>, fun my_registration_controller:create/1, #{methods => [post]}}
  ]}
By default, this allows 10 requests per 60 seconds per IP address using a sliding window algorithm.
Configuration
Pass options in the plugin config map:
{pre_request, nova_auth_rate_limit, #{
    limiter => auth_rate_limit,      % Limiter name (default: nova_auth_rate_limit)
    limit => 5,                       % Max requests per window (default: 10)
    window => 900000,                 % Window in ms — 15 minutes (default: 60000)
    algorithm => token_bucket,        % Seki algorithm (default: sliding_window)
    key_fun => fun my_key/1           % Custom key function (default: peer IP)
}}
Algorithms
Seki supports four rate limiting algorithms:
	Algorithm	Best For	Burst Control
	sliding_window	General purpose (default)	Prevents boundary bursts
	token_bucket	APIs with controlled bursts	Allows bursts up to bucket size
	gcra	High-performance, minimal state	Configurable tolerance
	leaky_bucket	Traffic shaping	No bursts

Custom Rate Limit Keys
By default, rate limiting is per client IP. You can customize this:
%% Rate limit by authenticated user
{pre_request, nova_auth_rate_limit, #{
    key_fun => fun(Req) ->
        case maps:get(auth_data, Req, undefined) of
            #{id := UserId} -> {user, UserId};
            _ -> {ip, element(1, cowboy_req:peer(Req))}
        end
    end
}}
Response Headers
On allowed requests:
	x-ratelimit-remaining — remaining requests in the current window

On denied requests (429 Too Many Requests):
	retry-after — seconds until the client can retry
	x-ratelimit-remaining — 0

Multiple Limiters
You can apply different rate limits to different route groups:
%% Strict limit for auth endpoints
#{prefix => <<"/api/auth">>,
  plugins => [{pre_request, nova_auth_rate_limit, #{
      limiter => auth_limit,
      limit => 5,
      window => 900000
  }}]}

%% More permissive for general API
#{prefix => <<"/api">>,
  plugins => [{pre_request, nova_auth_rate_limit, #{
      limiter => api_limit,
      limit => 100,
      window => 60000
  }}]}
Telemetry
Seki emits telemetry events that you can observe:
	[seki, rate_limit, allow] — request allowed
	[seki, rate_limit, deny] — request denied



  

    
nova_auth behaviour
    



      
Behaviour for nova_auth configuration. Implementing modules define
authentication settings (repo, schemas, token lifetimes). Configuration
is cached in persistent_term for fast repeated access.
Password-related keys (repo, user_schema, token_schema) are only
required when using password authentication modules (nova_auth_accounts,
nova_auth_session, etc.). OIDC-only applications can omit them entirely.

      


      
        Summary


  
    Types
  


    
      
        actor()

      


    





  
    Callbacks
  


    
      
        config()

      


    





  
    Functions
  


    
      
        config(Mod)

      


        Return the merged auth configuration for Mod, caching in persistent_term.



    


    
      
        config(Mod, Key)

      


        Return a single config value for Key from the auth module Mod.



    


    
      
        invalidate_cache(Mod)

      


        Evict the cached configuration for Mod from persistent_term.
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      actor()



        
          
        

    

  


  

      

          -type actor() :: #{id := binary() | integer(), provider := atom(), atom() => term()}.


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          -callback config() ->
                    #{repo => module(),
                      user_schema => module(),
                      token_schema => module(),
                      user_identity_field => atom(),
                      user_password_field => atom(),
                      session_validity_days => pos_integer(),
                      confirm_validity_days => pos_integer(),
                      reset_validity_hours => pos_integer(),
                      hash_algorithm => pbkdf2_sha256 | bcrypt | argon2,
                      token_bytes => pos_integer()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      config(Mod)



        
          
        

    

  


  

      

          -spec config(module()) -> map().


      


Return the merged auth configuration for Mod, caching in persistent_term.

  



  
    
      
    
    
      config(Mod, Key)



        
          
        

    

  


  

      

          -spec config(module(), atom()) -> term().


      


Return a single config value for Key from the auth module Mod.

  



  
    
      
    
    
      invalidate_cache(Mod)



        
          
        

    

  


  

      

          -spec invalidate_cache(module()) -> true.


      


Evict the cached configuration for Mod from persistent_term.

  


        

      


  

    
nova_auth_accounts 
    



      
User account operations: authentication, registration, password changes,
and identity changes. Uses dummy verification on failed lookups to prevent
timing-based user enumeration.

      


      
        Summary


  
    Functions
  


    
      
        authenticate(AuthMod, Identity, Password)

      


        Authenticate a user by identity and password.



    


    
      
        change_identity(AuthMod, User, CurrentPassword, NewParams)

      


        Change a user's identity (e.g. email) after verifying the current password. Invalidates all tokens.



    


    
      
        change_password(AuthMod, User, CurrentPassword, NewParams)

      


        Change a user's password after verifying the current password. Invalidates all tokens.



    


    
      
        get_user_by_id(AuthMod, UserId)

      


        Fetch a user by their primary key.



    


    
      
        register(AuthMod, ChangesetFun, Params)

      


        Register a new user using the provided changeset function and params.



    





      


      
        Functions


        


  
    
      
    
    
      authenticate(AuthMod, Identity, Password)



        
          
        

    

  


  

      

          -spec authenticate(module(), binary(), binary()) -> {ok, map()} | {error, invalid_credentials}.


      


Authenticate a user by identity and password.

  



  
    
      
    
    
      change_identity(AuthMod, User, CurrentPassword, NewParams)



        
          
        

    

  


  

      

          -spec change_identity(module(), map(), binary(), map()) ->
                         {ok, map()} |
                         {error, invalid_password} |
                         {error,
                          #kura_changeset{valid :: boolean(),
                                          schema :: module() | undefined,
                                          data :: map(),
                                          params :: map(),
                                          changes :: map(),
                                          errors :: [{atom(), binary()}],
                                          types :: #{atom() => kura_types:kura_type()},
                                          required :: [atom()],
                                          action :: atom() | undefined,
                                          constraints ::
                                              [#kura_constraint{type ::
                                                                    unique | foreign_key | check |
                                                                    exclusion,
                                                                constraint :: binary(),
                                                                field :: atom(),
                                                                message :: binary()}],
                                          assoc_changes ::
                                              #{atom() => #kura_changeset{} | [#kura_changeset{}]},
                                          prepare :: [fun((#kura_changeset{}) -> #kura_changeset{})],
                                          optimistic_lock :: atom() | undefined}}.


      


Change a user's identity (e.g. email) after verifying the current password. Invalidates all tokens.

  



  
    
      
    
    
      change_password(AuthMod, User, CurrentPassword, NewParams)



        
          
        

    

  


  

      

          -spec change_password(module(), map(), binary(), map()) ->
                         {ok, map()} |
                         {error, invalid_password} |
                         {error,
                          #kura_changeset{valid :: boolean(),
                                          schema :: module() | undefined,
                                          data :: map(),
                                          params :: map(),
                                          changes :: map(),
                                          errors :: [{atom(), binary()}],
                                          types :: #{atom() => kura_types:kura_type()},
                                          required :: [atom()],
                                          action :: atom() | undefined,
                                          constraints ::
                                              [#kura_constraint{type ::
                                                                    unique | foreign_key | check |
                                                                    exclusion,
                                                                constraint :: binary(),
                                                                field :: atom(),
                                                                message :: binary()}],
                                          assoc_changes ::
                                              #{atom() => #kura_changeset{} | [#kura_changeset{}]},
                                          prepare :: [fun((#kura_changeset{}) -> #kura_changeset{})],
                                          optimistic_lock :: atom() | undefined}}.


      


Change a user's password after verifying the current password. Invalidates all tokens.

  



  
    
      
    
    
      get_user_by_id(AuthMod, UserId)



        
          
        

    

  


  

      

          -spec get_user_by_id(module(), term()) -> {ok, map()} | {error, not_found} | {error, term()}.


      


Fetch a user by their primary key.

  



  
    
      
    
    
      register(AuthMod, ChangesetFun, Params)



        
          
        

    

  


  

      

          -spec register(module(),
               fun((map(), map()) ->
                       #kura_changeset{valid :: boolean(),
                                       schema :: module() | undefined,
                                       data :: map(),
                                       params :: map(),
                                       changes :: map(),
                                       errors :: [{atom(), binary()}],
                                       types :: #{atom() => kura_types:kura_type()},
                                       required :: [atom()],
                                       action :: atom() | undefined,
                                       constraints ::
                                           [#kura_constraint{type ::
                                                                 unique | foreign_key | check |
                                                                 exclusion,
                                                             constraint :: binary(),
                                                             field :: atom(),
                                                             message :: binary()}],
                                       assoc_changes ::
                                           #{atom() => #kura_changeset{} | [#kura_changeset{}]},
                                       prepare :: [fun((#kura_changeset{}) -> #kura_changeset{})],
                                       optimistic_lock :: atom() | undefined}),
               map()) ->
                  {ok, map()} |
                  {error,
                   #kura_changeset{valid :: boolean(),
                                   schema :: module() | undefined,
                                   data :: map(),
                                   params :: map(),
                                   changes :: map(),
                                   errors :: [{atom(), binary()}],
                                   types :: #{atom() => kura_types:kura_type()},
                                   required :: [atom()],
                                   action :: atom() | undefined,
                                   constraints ::
                                       [#kura_constraint{type ::
                                                             unique | foreign_key | check | exclusion,
                                                         constraint :: binary(),
                                                         field :: atom(),
                                                         message :: binary()}],
                                   assoc_changes :: #{atom() => #kura_changeset{} | [#kura_changeset{}]},
                                   prepare :: [fun((#kura_changeset{}) -> #kura_changeset{})],
                                   optimistic_lock :: atom() | undefined}}.


      


Register a new user using the provided changeset function and params.

  


        

      


  

    
nova_auth_actor 
    



      
Generic session actor storage. Stores and retrieves actor maps from
Nova's ETS session. Both password auth and OIDC write here, providing
a unified downstream experience for security callbacks and policies.

      


      
        Summary


  
    Functions
  


    
      
        delete(Req)

      


        Clear the actor from the Nova session.



    


    
      
        fetch(Req)

      


        Fetch the actor map from the Nova session.



    


    
      
        session_key()

      


        Return the session key used for actor storage.



    


    
      
        store(Req, Actor)

      


        Store an actor map in the Nova session.



    





      


      
        Functions


        


  
    
      
    
    
      delete(Req)



        
          
        

    

  


  

      

          -spec delete(cowboy_req:req()) -> {ok, cowboy_req:req()} | {error, atom()}.


      


Clear the actor from the Nova session.

  



  
    
      
    
    
      fetch(Req)



        
          
        

    

  


  

      

          -spec fetch(cowboy_req:req()) -> {ok, nova_auth:actor()} | {error, not_found}.


      


Fetch the actor map from the Nova session.

  



  
    
      
    
    
      session_key()



        
          
        

    

  


  

      

          -spec session_key() -> binary().


      


Return the session key used for actor storage.

  



  
    
      
    
    
      store(Req, Actor)



        
          
        

    

  


  

      

          -spec store(cowboy_req:req(), nova_auth:actor()) -> ok | {error, atom()}.


      


Store an actor map in the Nova session.

  


        

      


  

    
nova_auth_app 
    



      
OTP application callback for nova_auth. Starts the top-level supervisor.

      


      
        Summary


  
    Functions
  


    
      
        start(StartType, StartArgs)

      


        Start the nova_auth application and its supervision tree.



    


    
      
        stop(State)

      


        Stop the nova_auth application.



    





      


      
        Functions


        


  
    
      
    
    
      start(StartType, StartArgs)



        
          
        

    

  


  

Start the nova_auth application and its supervision tree.

  



  
    
      
    
    
      stop(State)



        
          
        

    

  


  

Stop the nova_auth application.

  


        

      


  

    
nova_auth_claims 
    



      
Claims mapping engine. Transforms provider-specific claims (e.g., OIDC
userinfo or JWT claims) into nova_auth actor maps. Supports static
key-renaming maps or callback functions for complex transformations.

      


      
        Summary


  
    Functions
  


    
      
        map(Mapping, Claims)

      


        Map raw claims to an actor map using the given mapping spec.



    


    
      
        map(Mapping, Claims, Base)

      


        Map raw claims and merge into an existing actor map. New keys overwrite existing ones.



    





      


      
        Functions


        


  
    
      
    
    
      map(Mapping, Claims)



        
          
        

    

  


  

      

          -spec map(Mapping, Claims) -> map()
             when Mapping :: #{binary() => atom()} | {module(), atom()}, Claims :: map().


      


Map raw claims to an actor map using the given mapping spec.
Static map renames binary claim keys to atom keys:
Mapping = #{~"sub" => id, ~"email" => email, ~"groups" => roles},
Claims = #{~"sub" => ~"abc", ~"email" => ~"user@example.com"},
map(Mapping, Claims).
%% => #{id => ~"abc", email => ~"user@example.com"}
Callback form allows arbitrary transformation:
Mapping = {my_module, map_claims},
map(Mapping, Claims).
%% => my_module:map_claims(Claims)

  



  
    
      
    
    
      map(Mapping, Claims, Base)



        
          
        

    

  


  

      

          -spec map(Mapping, Claims, Base) -> map()
             when Mapping :: #{binary() => atom()} | {module(), atom()}, Claims :: map(), Base :: map().


      


Map raw claims and merge into an existing actor map. New keys overwrite existing ones.

  


        

      


  

    
nova_auth_confirm 
    



      
Email confirmation token management. Generates confirmation tokens and
handles the confirmation flow by setting confirmed_at on the user record.

      


      
        Summary


  
    Functions
  


    
      
        confirm_user(AuthMod, Token)

      


        Confirm a user's email using a raw confirmation token.



    


    
      
        generate_confirm_token(AuthMod, User)

      


        Generate and store a confirmation token for a user. Returns the raw token.



    





      


      
        Functions


        


  
    
      
    
    
      confirm_user(AuthMod, Token)



        
          
        

    

  


  

      

          -spec confirm_user(module(), binary()) -> {ok, map()} | {error, term()}.


      


Confirm a user's email using a raw confirmation token.

  



  
    
      
    
    
      generate_confirm_token(AuthMod, User)



        
          
        

    

  


  

      

          -spec generate_confirm_token(module(), map()) -> {ok, binary()} | {error, term()}.


      


Generate and store a confirmation token for a user. Returns the raw token.

  


        

      


  

    
nova_auth_password 
    



      
Password hashing and verification using PBKDF2-SHA256. Includes constant-time
comparison and dummy verification to prevent user enumeration via timing attacks.
Configuration
Set iterations via application environment:
{nova_auth, [{pbkdf2_iterations, 600000}]}.
OWASP recommends 600,000 for PBKDF2-SHA256 (default). Lower values trade
security margin for speed — 100,000+ is reasonable for game backends.

      


      
        Summary


  
    Functions
  


    
      
        dummy_verify()

      


        Simulate password verification timing to prevent user enumeration.



    


    
      
        hash(Password)

      


        Hash a password using the default algorithm (PBKDF2-SHA256).



    


    
      
        hash/2

      


        Hash a password using the specified algorithm.



    


    
      
        verify/2

      


        Verify a password against a stored hash using constant-time comparison.



    





      


      
        Functions


        


  
    
      
    
    
      dummy_verify()



        
          
        

    

  


  

      

          -spec dummy_verify() -> false.


      


Simulate password verification timing to prevent user enumeration.

  



  
    
      
    
    
      hash(Password)



        
          
        

    

  


  

      

          -spec hash(binary()) -> binary().


      


Hash a password using the default algorithm (PBKDF2-SHA256).

  



  
    
      
    
    
      hash/2



        
          
        

    

  


  

      

          -spec hash(binary(), pbkdf2_sha256 | bcrypt | argon2) -> binary().


      


Hash a password using the specified algorithm.

  



  
    
      
    
    
      verify/2



        
          
        

    

  


  

      

          -spec verify(binary(), binary()) -> boolean().


      


Verify a password against a stored hash using constant-time comparison.

  


        

      


  

    
nova_auth_policy 
    



      
Policy helpers for nova_resource authorization. Returns policy maps with
condition functions that can be evaluated against an actor and context.

      


      
        Summary


  
    Types
  


    
      
        policy()

      


    





  
    Functions
  


    
      
        allow_authenticated()

      


        Allow any authenticated (non-undefined) actor.



    


    
      
        allow_claim/2

      


        Allow actors who have a specific claim value. Works with both single-valued
and list-valued claims (e.g., Authentik groups mapped to roles).



    


    
      
        allow_owner(OwnerField)

      


        Allow actors who own the record (actor id matches the owner field).



    


    
      
        allow_role/1

      


        Allow actors whose role field matches one of the given roles.



    


    
      
        deny_all()

      


        Deny all actors unconditionally.



    





      


      
        Types


        


  
    
      
    
    
      policy()



        
          
        

    

  


  

      

          -type policy() :: #{action := atom(), condition := fun()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      allow_authenticated()



        
          
        

    

  


  

      

          -spec allow_authenticated() -> policy().


      


Allow any authenticated (non-undefined) actor.

  



  
    
      
    
    
      allow_claim/2



        
          
        

    

  


  

      

          -spec allow_claim(atom(), term() | [term()]) -> policy().


      


Allow actors who have a specific claim value. Works with both single-valued
and list-valued claims (e.g., Authentik groups mapped to roles).
allow_claim(roles, admin)
allow_claim(roles, [admin, editor])

  



  
    
      
    
    
      allow_owner(OwnerField)



        
          
        

    

  


  

      

          -spec allow_owner(atom()) -> policy().


      


Allow actors who own the record (actor id matches the owner field).

  



  
    
      
    
    
      allow_role/1



        
          
        

    

  


  

      

          -spec allow_role(atom() | [atom()]) -> policy().


      


Allow actors whose role field matches one of the given roles.

  



  
    
      
    
    
      deny_all()



        
          
        

    

  


  

      

          -spec deny_all() -> policy().


      


Deny all actors unconditionally.

  


        

      


  

    
nova_auth_rate_limit 
    



      
Rate limiting Nova plugin backed by Seki.
Uses Seki's sliding window algorithm by default. The limiter is created
automatically on first use if it doesn't exist.
Usage
#{prefix => <<"/api/auth">>,
  plugins => [
      {pre_request, nova_auth_rate_limit, #{
          limiter => auth_rate_limit,
          limit => 10,
          window => 60000,
          algorithm => sliding_window
      }}
  ],
  routes => [...]}
Options
	limiter — Limiter name atom (default: nova_auth_rate_limit)
	limit — Max requests per window (default: 10)
	window — Window in milliseconds (default: 60000)
	algorithm — Seki algorithm (default: sliding_window)
	key_fun — fun(Req) -> Key for custom rate limit keys (default: peer IP)


      




  

    
nova_auth_refresh 
    



      
Short-lived access tokens paired with rotating refresh tokens.
generate_pair/2 issues an access token (validated for
access_token_validity_minutes) and a refresh token (valid for
refresh_token_validity_days). The refresh token is single-use: refresh/2
rotates it, marking the old one used and issuing a fresh access+refresh pair
in the same family_id. Presenting an already-used refresh token is treated
as theft — the whole family is revoked (reuse_detected).
Requires the configured token_schema to have family_id (string) and
used_at (utc_datetime) fields in addition to the session-token fields.
Tokens are stored hashed via nova_auth_token.

      


      
        Summary


  
    Types
  


    
      
        tokens()

      


    





  
    Functions
  


    
      
        delete_access_token/2

      


        Delete a single access token (logout of one device).



    


    
      
        generate_pair(AuthMod, User)

      


        Issue a fresh access + refresh token pair for a user.



    


    
      
        get_user_by_access_token/2

      


        Resolve the user for a raw access token, honoring the access TTL.



    


    
      
        refresh/2

      


        Rotate a refresh token: on success returns a new access+refresh pair and marks
the presented one used. A reused (already-rotated) token revokes the family.



    


    
      
        revoke_all(AuthMod, UserId)

      


        Revoke ALL tokens for a user (e.g. on ban or global logout).



    


    
      
        revoke_family/2

      


        Revoke the refresh-token family that a raw refresh token belongs to.



    





      


      
        Types


        


  
    
      
    
    
      tokens()



        
          
        

    

  


  

      

          -type tokens() :: #{access_token := binary(), refresh_token := binary()}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      delete_access_token/2



        
          
        

    

  


  

      

          -spec delete_access_token(module(), binary()) -> ok.


      


Delete a single access token (logout of one device).

  



  
    
      
    
    
      generate_pair(AuthMod, User)



        
          
        

    

  


  

      

          -spec generate_pair(module(), map()) -> {ok, tokens()} | {error, term()}.


      


Issue a fresh access + refresh token pair for a user.

  



  
    
      
    
    
      get_user_by_access_token/2



        
          
        

    

  


  

      

          -spec get_user_by_access_token(module(), binary()) -> {ok, map()} | {error, term()}.


      


Resolve the user for a raw access token, honoring the access TTL.

  



  
    
      
    
    
      refresh/2



        
          
        

    

  


  

      

          -spec refresh(module(), binary()) -> {ok, tokens()} | {error, term()}.


      


Rotate a refresh token: on success returns a new access+refresh pair and marks
the presented one used. A reused (already-rotated) token revokes the family.

  



  
    
      
    
    
      revoke_all(AuthMod, UserId)



        
          
        

    

  


  

      

          -spec revoke_all(module(), term()) -> ok.


      


Revoke ALL tokens for a user (e.g. on ban or global logout).

  



  
    
      
    
    
      revoke_family/2



        
          
        

    

  


  

      

          -spec revoke_family(module(), binary()) -> ok.


      


Revoke the refresh-token family that a raw refresh token belongs to.

  


        

      


  

    
nova_auth_reset 
    



      
Password reset token management. Generates time-limited reset tokens and
handles the reset flow, invalidating all existing tokens on success.

      


      
        Summary


  
    Functions
  


    
      
        generate_reset_token(AuthMod, User)

      


        Generate and store a password reset token for a user. Returns the raw token.



    


    
      
        reset_password(AuthMod, Token, NewParams)

      


        Reset a user's password using a raw reset token. Invalidates all tokens on success.



    





      


      
        Functions


        


  
    
      
    
    
      generate_reset_token(AuthMod, User)



        
          
        

    

  


  

      

          -spec generate_reset_token(module(), map()) -> {ok, binary()} | {error, term()}.


      


Generate and store a password reset token for a user. Returns the raw token.

  



  
    
      
    
    
      reset_password(AuthMod, Token, NewParams)



        
          
        

    

  


  

      

          -spec reset_password(module(), binary(), map()) -> {ok, map()} | {error, term()}.


      


Reset a user's password using a raw reset token. Invalidates all tokens on success.

  


        

      


  

    
nova_auth_security 
    



      
Nova security callback for route-level authentication. Returns closures
suitable for use in Nova route security configuration.
Uses the unified actor session (nova_auth_actor) so it works with
any auth strategy (password, OIDC, JWT) that stores an actor there.

      


      
        Summary


  
    Functions
  


    
      
        require_authenticated()

      


        Return a security fun that checks for any authenticated actor in the session.



    


    
      
        require_authenticated(Req)

      


        Check the session for an authenticated actor and return it or 401.



    





      


      
        Functions


        


  
    
      
    
    
      require_authenticated()



        
          
        

    

  


  

      

          -spec require_authenticated() -> fun((cowboy_req:req()) -> term()).


      


Return a security fun that checks for any authenticated actor in the session.

  



  
    
      
    
    
      require_authenticated(Req)



        
          
        

    

  


  

      

          -spec require_authenticated(cowboy_req:req()) ->
                               {true, nova_auth:actor()} | {false, integer(), map(), binary()}.


      


Check the session for an authenticated actor and return it or 401.

  


        

      


  

    
nova_auth_session 
    



      
Session token lifecycle management. Handles creating, validating, and
deleting session tokens backed by the configured Kura repo.

      


      
        Summary


  
    Functions
  


    
      
        delete_all_user_tokens(AuthMod, UserId)

      


        Delete all tokens for a user across all contexts.



    


    
      
        delete_all_user_tokens(AuthMod, UserId, Context)

      


        Delete all tokens for a user within a specific context.



    


    
      
        delete_session_token(AuthMod, SessionToken)

      


        Delete a specific session token (logout).



    


    
      
        generate_session_token(AuthMod, User)

      


        Create a new session token for a user and store the hash in the database.



    


    
      
        get_user_by_session_token(AuthMod, SessionToken)

      


        Look up a user by their raw session token, checking validity.



    





      


      
        Functions


        


  
    
      
    
    
      delete_all_user_tokens(AuthMod, UserId)



        
          
        

    

  


  

      

          -spec delete_all_user_tokens(module(), term()) -> ok.


      


Delete all tokens for a user across all contexts.

  



  
    
      
    
    
      delete_all_user_tokens(AuthMod, UserId, Context)



        
          
        

    

  


  

      

          -spec delete_all_user_tokens(module(), term(), binary()) -> ok.


      


Delete all tokens for a user within a specific context.

  



  
    
      
    
    
      delete_session_token(AuthMod, SessionToken)



        
          
        

    

  


  

      

          -spec delete_session_token(module(), binary()) -> ok.


      


Delete a specific session token (logout).

  



  
    
      
    
    
      generate_session_token(AuthMod, User)



        
          
        

    

  


  

      

          -spec generate_session_token(module(), map()) -> {ok, binary()} | {error, term()}.


      


Create a new session token for a user and store the hash in the database.

  



  
    
      
    
    
      get_user_by_session_token(AuthMod, SessionToken)



        
          
        

    

  


  

      

          -spec get_user_by_session_token(module(), binary()) -> {ok, map()} | {error, term()}.


      


Look up a user by their raw session token, checking validity.

  


        

      


  

    
nova_auth_sup 
    



      
Top-level supervisor for nova_auth.

      


      
        Summary


  
    Functions
  


    
      
        start_link()

      


        Start the nova_auth supervisor.



    





      


      
        Functions


        


  
    
      
    
    
      start_link()



        
          
        

    

  


  

Start the nova_auth supervisor.

  


        

      


  

    
nova_auth_token 
    



      
Cryptographic token generation, hashing, and time-based validation.
Tokens are base64-encoded random bytes, hashed with SHA-256 for storage.

      


      
        Summary


  
    Functions
  


    
      
        generate()

      


        Generate a random token using the default byte size.



    


    
      
        generate(Bytes)

      


        Generate a random token with the specified number of random bytes.



    


    
      
        hash(RawToken)

      


        SHA-256 hash a raw token for safe database storage.



    


    
      
        valid(InsertedAt)

      


        Check if a token is still valid using the default session validity period.



    


    
      
        valid(InsertedAt, ValidityDays)

      


        Check if a token inserted at InsertedAt is within ValidityDays of now.



    





      


      
        Functions


        


  
    
      
    
    
      generate()



        
          
        

    

  


  

      

          -spec generate() -> binary().


      


Generate a random token using the default byte size.

  



  
    
      
    
    
      generate(Bytes)



        
          
        

    

  


  

      

          -spec generate(pos_integer()) -> binary().


      


Generate a random token with the specified number of random bytes.

  



  
    
      
    
    
      hash(RawToken)



        
          
        

    

  


  

      

          -spec hash(binary()) -> binary().


      


SHA-256 hash a raw token for safe database storage.

  



  
    
      
    
    
      valid(InsertedAt)



        
          
        

    

  


  

      

          -spec valid(calendar:datetime()) -> boolean().


      


Check if a token is still valid using the default session validity period.

  



  
    
      
    
    
      valid(InsertedAt, ValidityDays)



        
          
        

    

  


  

      

          -spec valid(calendar:datetime(), pos_integer()) -> boolean().


      


Check if a token inserted at InsertedAt is within ValidityDays of now.
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